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This paper describes how to setup and use Novell GroupWise Internet Agent (GWIA) for a Small or Home
Office that is connected to the Internet using Dynamic IP addressing provided by your local Broadband
(Cable, DSL, etc.) Internet Service Provider/Vendor (ISP/ISV). The material documented here is available
in various online documents. It is provided here for ease of use in configuring SMTP SSL and Outbound
Authentication using a 3rd party dynamic DNS service.
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Topic: Novell GroupWise SMTP Configuration for Dynamic DNS locations
Products: Novell GroupWise 6.5, Novell NetWare, Novell Small Business Suite, Novell Certificate Server,
Novell DNS/DHCP Services
Audience: Small Business and Home Office Administrators and Consultants
Prerequisite Familiarity with Novell DNS, NetWare and GroupWise administration
Skills:
Tools: ConsoleOne with Novell Certificate Server and Novell GroupWise 6.5 snapins installed
Background

Target Audience:

Small Businesses and Home Offices that wish to leverage broadband access (Cable,

DSL, etc) from their local ISP/ISV without requiring Static IP services and the related costs. Email use is
limited to 150 or less per day. This configuration is not intended for systems connecting through dial-up

links.

The Problem: ISP/ISV's assign IP addresses dynamically and charge high monthly rates for static IP
Addresses. Outbound email from GroupWise is refused by some sites that subscribe to Black Lists that
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include the Dynamic IP ranges your ISP/ISV assigns to your connection.

Assumptions: GroupWise 6.5 is already installed in your environment as your internal email system of
choice. This may be part of NetWare Small Business Suite or on some other supported Operating System.
This paper does not deal with the installation or setup of your GroupWise environment.

Network Configuration

For this paper a working environment was used that consisted of a NetWare 6.5 server connected to an
Internet Router that in turn was connected to the Cable Modem provided by the local ISP/ISV. The Internet
Router acquires the Dynamic IP address from the ISP/ISV for this location. The Internet Router is
configured for Network Address Translation (NAT) support for all internal devices. The internal interface of
the Internet Router is configured with a static IP addresses one Subnet 1. The NetWare server is
configured with two Network Interface Cards, (NIC) one Public and one Private. The "Public" NIC is
configured with a static IP Address on Subnet 1 (10.10.1.1) and is connected to the Internet Router. The
second NIC is configured with a static IP on Subnet 2 (10.10.2.1) and is connected to an internal switch.
Local workstations are connected to Subnet 2 through the switch. Workstations acquire their IP addresses
from a DHCP service configured on the NetWare server.
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Diagram of MyBiz Internal Network

Note: The Internet Router will require additional configuration to properly forward Port 25 (SMTP) to your
GWIA service. The steps required for this will depend on the actual Internet Router device you have and
it's specific configuration process. Read the documentation for your device to properly configure this.

External Dynamic DNS and Mail Relay Setup

To handle the dynamic nature of the IP address provided by your ISP/ISV and still enable access to mail
and other possible services, the services from http://www.dyndns.org/ were used. This included setting up
an Account, a Dynamic DNS Domain and MailHop Outbound services.

Note: At the time of this writing other Dynamic services were not explored or validated. With the exception
of the MailHop Outbound services, DynDNS.org currently offers these services for free. The MailHop
Outbound service is available for an annual fee. The author of this paper neither recommends, warranties,
supports or makes any specific claims for or against http://www.dyndns.org/This paper simply documents
the use of the services available from this organization at the time of writing. Visit www.dyndns.org to
identify conditions for using the services that are available and may be of use to you in supporting your
environment.
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1. Create an account with Dynamic Domain provider. To create a new account with DynDNS.org at

https://mww.dyndns.org/account/create.html you need to provide a "username”, "E-mail Address"
and a "Password".
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2. Select and Register your Dynamic Domain and assign your current dynamic IP Address as assigned

by your ISP/ISV. By selecting the "Enable Wildcard" option all hosts for your domain will be directed
to your server.
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Many Dynamic Domains can be selected from DynDNS.org. The example here uses
mydomain.dyndns.biz for the MyBiz network.

3. Sign up for MailHop Outbound service. This is a fee service so additional details will have to be
provided to activate the service.
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Internal DNS Configuration

Internally DNS services are provided by a DNS service configured on the NetWare server. The internal
DNS server is Authoritative for the Domain so that internal DNS requests are correctly resolved to internal
services. This is also required to be setup properly so that any outbound emails that generate error
messages are returned to the sender properly. If not done correctly these messages can end up looping at

the GWIA.

The sample internal DNS setup to the right shows
the records created using the Novell DNS/DHCP
Management console. This domain matches the
dynamic domain selected when setting up the
Dynamic Domain above. As this is a single server
all of the A records are pointing to the same IP
Address. CNAME records could be used for the
various services but the entry that the MX (Mail
Exchange) record points to must be an A record
and not a CNAME record.

Create a SSL Certificate for GWIA

Outbound Authentication is required to be able to use the
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DynDNS Mailhop services. Although SSL

connections are not required, your user name and password are sent in clear text to the Mailhop service

without SSL connections configured. The next steps walk

through the process required to create a SSL

Certificate that your GWIA can use for SSL connections. This is based on using the Novell Certificate
Server which is included as part of a Novell NetWare installation.

1. Create a Certificate CSR using GWCSRGEN.EXE found in the \admin\utility\gwcsrgen subdirectory

in the GroupWise Software Distribution directory.

In this example two files are created, "gwia.key" and "gwia.csr", using the information provided in the

Required Information section. The "giwa.csr" file wil

| be used to create a signed Certificate and the

"gwia.key" will be used with the Certificate for SSL configuration of the GWIA.
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Fill in each field with the required information and then click Create to create the gwia.key and
gwia.csr files.

Additional information on the various fields is available in Help for the GWCSRGEN utility.

bgh Certificate Signing Request =100 =
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2. Create the Signed Certificate using Novell Certificate Server by selecting the "Issue Certificate"
option in the Tools menu of ConsoleOne.

45 MRl Helo __

Disk Managerment J "Il 3y

|

Femaote Managerment b

Install Movell-Ciefined Repors...
Schema Manager...

ZEMworks Lilities ]
Application Launcher Tools b
TED Manual Distribution...
Groupwyise System Operations
Groupwyise LHilities
Grouptize Diagnostics

WAk Traffic Mananer

i . .

An object in the Tree (Tree Root or lower) has to be selected for the Tools > Issue Certificate...
option to be available.
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Paste a carbficate signing request (CSR) In the window below or spacify a
Novell name of 3 e contalning a CER. :
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3. Browse and select the CSR file that was created previously and click Next.

4. Click Next

Issue Certilicate

Specify he cerlificals authorty which will sign this cerificals.
& Drganizations] cerificate authority

Novell.

= Back Hest= Cancel I FArif=t | Haip |
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Issue Certificate ;;;3: |
Salact how the key iz to be used,
Noveil Type PR
" Unspecified [t enmetirmen
\ " Encrypltion J& oy e e
" Blgnature =
& E‘-_ﬂﬂ%
" Custon
[~ Sotthe key usage axtension b crllcal
= Back Next» Cancel | | Help |
5. Select SSL or TLS for the Certificate Type and click Next
- %]

Spacify the cedificals parameaters
Subject name: iz OU=intermet Mall Chi=mall rydomain dyndris bz 'S

Validity patiod:

Effective data: || 4, 0 103800 AM MOT n
Expitation dafs:  Joclobar 25, 2006 1002{700 AWM MET |
= HBack Hext» Cancal I [ [ | Help |

6. Select the "Validity period” that you prefer and click Next
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'— — =
Issue Certificate e ; =it =]
A cariicate will be created using the following parameters
Novell
{Parameter Value
Signing CA Ch=MYBIZ-5AVA CA Ch=Seturniy
RSA hey size: 1,024 bifs
Key usage: Digitat signature
ey enciphament
Subject name C=CA S=MyProv L=y Town, O=MyBiz OU=Intemel
Sigrature algorithm SHA1 IREBA
Effecine date Oclober 25, 2004 10:38:00 AM MOT
Expiralion dala October 25, 2000 10:39:00 AM MDT
[“<Back | | Cancel I F!nis’!eJ Help |
b
7. Verify the Certificate parameters and then click Finish.
Save Certificate o . ﬂ
A cerificate has been created. Specify how to save the cerificate.
Save o
r Eystam cliphoard In Baselbd format
" File in hinarg DER farmat
¥ File in Base64 farmat
Fllename:  [Ctemplgwia b4 T fial
gEtEﬂS I EEW izancal | ﬂa!ﬂ I

8. Change the "Save to" format to Base64 and enter the path and file name to save the Certificate.
Once the option and pathname is correct click Save.

9. Put the Certificate files in place for the GWIA to use.

In this configuration the subdirectory SYS:SYSTEM\GWagent was used for the GroupWise Agent
files. A new subdirectory SYS:SYSTEM\GWagent\MailCert was created to hold the new SSL
Certificate files. It is important to note that the 0.subdirectories in the path to the Certificate files must
be in the 8.3 format. Long subdirectory names will generate an error and SSL will not work.

Copy the files GWIA.KEY and GWIA.B64 to SYS\SYSTEM\GWagent\MailCert, or a directory of
your choice where they will be available to the GWIA agent.

Configure GWIA for SMTP SSL connections

The following steps are also documented in online documentation for GroupWise. Search for Securing
Internet Agent connections Via SSL in the GroupWise documentation.
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1. Define the Certificate File for the Internet Agent. The SMTP process requires a SSL Certificat file for the SSL

converstations
. i Pl ] Pl [ e Wil 20 B2 il e O il o |
2. In ConsoleOne, right-click the Internet Agent I WTA
Object, then click Properties. b
A WEBACC Disk Managamant
By GroupWiseWebAstess | DSEW #
[ NoveaiSpettar Raname,_,
ﬁ GroupWiseProvider Dielete NDS Objett
€0 LDAPProvidar Move,
Trustees af this Object.
Esternsions of this Objest
Rights to Other Ohjedts.
Configune MAAS
GroupWWise System Cperations - #
Groupy¥ize Lilities b
Groupwiza Dlagnosics ]

3. Click GroupWise > SSL Settings to display the
SSL Setting page. ach | Post Office Lirks | GroupWise ~ | nos Ry [4]»

' |dentificatson

Metweork Address

Gatevvay Time Setfings

Log Settings

E_,I Optional Gateway Settings
Gatesvay Admimstrators
Gatevway Allases

v SSL Settings

Progerlies of GWIA

LOwP | POPAIMEPS | Server Divsciries | Mccass Contdl = | Resttach | Post otfice Lrks |au$u-u;'||msﬁ!EE

Cariflcate file: !srsansrznﬂuwauanﬂ.mallcarr.u'ma.hﬁﬂ : d

BEL kayfile; Isasisﬁtemlgwaqenﬂmallt el s, ey £|

Gat Passwond |

4. Type in the paths to the gwia.b64 and gwia.key files using the full pathnames to the location on the server. If you
use the browse button you will have to edit the path to use the VOL:\path notation for a NetWare server. The

wrong path syntax will prevent SSL from working correctly.

5. Click the "Set Password" button field to enter the password for the gwia.key file. This is the password that was

used earlier when setting up the files using the GWCSRGEN utility.
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Set Password

Mew Password:,  [sreswess

Relype Password: [rrsssess

Setl Password % Cancel |

6. Once the password is entered click Set Password ks | - GroupWise - :| NDS Ri!:f b
| Idertification
7. Then click Apply to save your SSL Settings. Metwork Address k
Gateweay Time Setting
Log Settings

8. Enable SSL for SMTP is required so that the SMTP service will attempt to
communicate using SSL first. If a conversation via SSL is not possible then a Cptional Gatevweay Settings
normal connection will be established. -

Gatewway Administrators

Gatevay Aliases
9. Switch to the GroupWise Network Address page v SSL Seftings

10. Setthe SMTP SSL option to Enabled and then click OK to save the settings

Properties of GWIA

LOAP | POP38MAPS | Servar Drecionies | Access Cortrol + | Reattach | Post Offics ks | Groupwise  + | N1
Metwork Sddress

TCRIP Address; |
IFXIEPx Address |

Port 85l
HTTP: [ 2850 2] [Disabied =]

EMTP:
POP Disabled =

TMAP: IDIE-BLHEIJ "E

Configure GWIA for SMTP Outbound Authentication
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. Setup GWIA with your DNS domain information that was WTA
selected earlier when setting up your Dynamic Domain.
## WEBACT Disk Managernent ]
B GroupWiseWabActess Hew *
. In ConsoleOne right-click the Internet Agent object and £ Novenspeller Rename...
select Properties 4 GrouphthseProvider Dilete NDS Dbjact
28 LDAPProvider Move,

. Then select the SMTP/MIME > Settings tab Extansions af this Object .
Righls to Olher Objects.
Configure NARS.
GroupWise System Operaions b
Groupyvise LRiitles b
GrouphViss Diagnostcs ]

Trustees of this Object

Froperties of GWIA
SMTPAOME = | L0AR | POPIRMARY | Carver Directories | Access Corirel « | Resttach | Post Oitice Links | Groupd G
Sefings
¥ Enable SMTP-zamite
Number of SNTP Send Threads [ = 2
Humbar of SMTP Receive Threads: 16 =
Hostname/DNG *A Recond” Name: [rmail.rrdarnain dmdns. biz
Relay Host for Gutbound Messages |-:|u|b-:nunu. mallhap.arg
Sgan Cycle far Send Directony: lTﬁ saconds
[ Bind o TCRIP addres s af cannection fims LE
[~ Usa I bit encoding for 3l sutbound messages
Maxdmum number of hours fo relry & defemed message: | %5 2| hours
Paga Oplicns... j Ok I Cancel I Apply Hain I

. Ifitis not already configured, enter the Hostname information. In this example we used

mail.mydomain.dyndns.biz. Use the correct Hostname that matches your domain and DNS
configuration.

. Configure the "Relay Host for Outbound Messages" with "outbound.mailhop.org" to forward

outbound email through the MailHop Outbound service that you setup earlier in this process. See the
previous screen shot for details.

. Click OK to save your SMTP/MIME settings.

. Setup SMTP Host Authentication by editing the "gwauth.cfg" file located in the Internet Agent's

gateway directory. The directory is located under the Domain's "wpgate" directory. In this example
that was "wpgate\gwia". Three fields are required in this file: domain_name, authuser and
authpassword. These are the values required for the Internet Agent to authenticate to the MailHop
Outbound service. The authuser and authpassord values for MailHop Outbound are the username
and password used when you created the Account at DynDNS.org. Check with your chosen dynamic
DNS service for the required Authentication values.
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8. Open the wpgate\gwia\gwauth.cfg file in notepad and add a line to the end providing the required
information. In this example the contents of gwauth.cfg look like:

& gwauth.cfg - Notepad
File Edt Format Help

i GWIA AUTH configuration file

; domain authIp password

;

; Example

'

; remotehost.com  AuthUserIh AuthPassword

outbound.maiThop.org  mybiz  password|

Note: The password value is clear text in this file so ensure that you have appropriate security on
your domain directories.

9. Once all the Internet Agent settings have been configured restart the Internet Agent by using the F6
option on the Internet Agent Console screen.

ISP/ISV's Blocking Port 25 on Inbound Email

Setting up and testing for this paper did not encounter the situation where ISP/ISV's are now starting to
block port 25 for inbound email to your system. If your ISP/ISV is blocking Port 25 you will have to setup
the Internet Agent on a different Port and have a Smart Host relay the mail to you on that port.
DynDNS.org has a MailHop Relay service that may work for your environment. This information is provided
simply for your reference as the author has not setup or tested that service.

Conclusion

Setting up your Novell GroupWise Internet Agent in a Dynamic DNS environment allows you to control
your own email environment and gain the benefits of your own private GroupWise system for mail
handling. This paper has demonstrated how to effectively configure SMTP with SSL and Authentication for
Outbound mail services for minimal costs.

Reader Comments

e good solution.

e Handy and well explained ;)

¢ | personally have done much of what you say but in a much simpler fashion. Basically All | did was to
get a Dynamic DNS provided. Forward them my domain so that they are now hosting my zone
records. On the local side of my network | have a server behind a Linksys Router (I am not thrilled
with Linksys ... just for the record. They are slow and a bit klunky) and port forwarded the port 25 to
my server. While its not in heavy use and infact is only used occasionally | have not seen any
problems since | started with the DDNS provider and | am behind a Comcast network. Am | missing
something important? Did | create an unseen problem that will bite me later?
From David: When | started digging into it | found that some mail systems subscribe to Black Lists
that include the Dynamic IP Address Ranges provided by various ISP's. The Dynamic Range that |
sit in was one of those that was being Black Listed by default. The only way around this was to get a
static IP for lots more money, or look to some service that could receive my outbound email and
forward from a valid host system. The choice that | documented required Outbound Relay and SSL
Authentication for Security. Since the various pieces were documented in different manuals | had to
work through a number of issues pulling the details together. The result is the published article. |
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made indirect reference to my situation near the start of the article where | stated: "The Problem:" .
If you are not experiencing any blocking on your outbound email to any site, then you do not need
this full solution. What you are doing is enough at this time. It may be that the Dynamic Range you
are provided by Comcast is not currently on the Black Lists. If they are added in the future you may
need to use this solution fully then. Until then save your money and enjoy.

e Great Article. I'll look into the dynamic portion of mine as well. My ISP has not changed any IP
addresses since | got the account a year and a half ago. My solution to being blocked was this - set
up my smarthost as the ISP SMTP server as the recommend for your mail clients. Once | set that up
in my smarthost SMTP field, emails flowed to all addresses again. Thanks again for the article.
Regards, Paul Paul M. Muhlbach, A+, CNA, MCSA
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